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Cyber Insurance 101 for
Small Businesses

Cybercrime is one of the biggest threats to your
business today. That's right—just because you're a
small business doesn't mean cybercriminals will look
past your company.

Since hackers know you won't have the resources or
security precautions larger enterprises would have,
they might even be more interested in targeting you.
Fortunately, cybersecurity tools and cyber insurance
can help you deter them and safeguard your small
business.

This checklist will throw light on the different types of
cyber insurance coverage, debunk common
misconceptions surrounding cyber insurance and
more.



What is Cyber Insurance?

Cyber insurance is an insurance policy that can help your business recover
financially from cyber incidents such as data breaches, malware attacks,
ransomware attacks and more. Complying with your policy requirements increases
your chances of getting reimbursed for audits, forensics, compliance fines, lawsuits

and even extortion.

3 Main Types of Cyber Insurance

There are various cyber insurance plans that providers might offer you to meet your
specific business requirements. However, here are three key types of coverage every

small business owner needs to be aware of;
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Don't Fall for These Cyber Insurance Myths

There are many myths and misconceptions surrounding cyber insurance even
though the value of cyber insurance is being recognized more and more. Knowing
the real facts regarding cyber insurance is crucial if you want to maximize your
chances of being accepted for coverage and receiving a payout in the event of a

breach.

Let's look at the top three myths:

There are many myths and misconceptions surrounding cyber insurance even though
the value of cyber insurance is being recognized more and more. Knowing the real
facts regarding cyber insurance is crucial if you want to maximize your chances of
being accepted for coverage and receiving a payout in the event of a breach.
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Cottage Health and Columbia Casualty case study

Cottage Health System is a Southern California-based, nonprofit hospital network that
had a NetProtect360 claims-made policy with Columbia Casualty. The company
experienced a data breach involving around 32,500 private medical records in the fall of
2013.

Columbia is now suing Cottage for a declaratory judgment, claiming that the firm is not
obligated to defend or compensate Cottage because they didn’t abide by the terms of their
policy.

Cottage committed to maintaining certain minimal risk controls as a condition of their
coverage, which Columbia claims they failed to do. Columbia also claims that Cottage
submitted False answers to the “Risk Control Self-Assessment” in their insurance application.

R M (!] How an IT service provider
can help

N ETWOR K S
WE MANAGE I.T. Navigating the world of cyber insurance can be

difficult for a small to midsize organization like
yours with limited resources and budget. While
partnering with an IT service provider doesn't
ensure coverage or payment in the event of an
incident, they can implement best-in-class
cybersecurity solutions and help you adhere to
your policy's requirements, maximizing your
chances of qualifying for coverage and payout in
the event of a breach.

Contact us today fFor a no-obligation consultation
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